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Abstract 
Lightning is a fascinating phenomenon. Protection of structures is quite commonly perceived 
through the guidance given by BS6651: Code of Practice Protection of Structures against 
Lightning. However lightning poses a growing threat to the increasing number of systems that 
utilise electrical and electronic equipment in our everyday lives. Sadly this is often not realised 
until disaster happens. BS 6651 attempted to address this but only through an informative 
Appendix in 1992.  
 
The new European 62305 standards series addresses protection of electrical and electronic 
systems within structures directly as a fundamental element of Lightning Protection and 
introduces a comprehensive risk assessment of which surge protection measures have a direct 
influence. This paper details the problems caused by lightning, discusses effective protection 
measures and explains the key changes the new standard poses over BS6651.  
 
Lightning facts and characteristics  
On average lightning strikes the earth 100 times every second. Lightning discharges are 
awesome and are claimed to have currents of up to 530,000 amps, though 200,000 amps is an 
accepted upper limit – enough to light half a million 100 watt bulbs! Even though a lightning 
discharge is of a very short duration – typically 200 thousandths of a second, it is a very real 
cause of damage and destruction. 
 
Lightning has a tendency to preferentially strike taller structures and objects – as is commonly 
perceived. However, strikes to ground are quite common where there is a distance between 
structures of more than twice their individual height.  
 
Effects of lightning to a structure and its contents  
The effects of a direct strike are obvious and immediately apparent – buildings damaged (and 
may even catch fire), trees blown apart, personal injuries and even death. It is therefore obvious 
that protection against such an event is paramount.  
 
It is however, the secondary effects of lightning – the short duration, high voltage spikes called 
transients or surges – that cause equally catastrophic, if less visually obvious, damage to the 
electronic systems inside a building. Figure 1 below defines a transient overvoltage or surge with 
respect to a normal mains power supply. 
 
A 'transient overvoltage' is a short 
duration increase in voltage measured 
between two or more conductors.  
 
When we say short, we mean anything 
from microseconds (millionths of a 
second) to a few milliseconds 
(thousandths of a second) in duration. 
 
The increase in voltage will vary from 
a few volts to thousands of volts. 
     
      Figure 1: Transient overvoltages or surge 



This voltage exists between two or more conductors.  For a mains power supply, these 
conductors would be the live/phase, neutral and earth wires. 'Transient overvoltage', is both 
technically and descriptively the best term.   
 
However, transients are also variously referred to as surges, spikes and glitches.  The term 
'surge' though widely used, should be used with caution.  In some parts of the world, Britain 
amongst them, surge is used by the electricity supply industry to refer to a sustained overvoltage 
of several cycles duration.   
 
To avoid confusion, the terms transient overvoltage and transient will be used throughout this 
publication although surge is the term internationally adopted in standards on this subject. 
 
Lightning can cause transient overvoltages through: 

• direct strikes to incoming electrical services 
• 'indirect' strikes, which are coupled into electrical services through resistive, inductive and 

capacitive effects. 
 
Direct strikes to HV power cables.  Strikes to high voltage (HV) overhead power lines are quite 
commons.  It is often thought that the high voltage to low voltage transformer action eliminates the 
resultant transient overvoltages.  This is not so.  Although transformers protect against transient 
overvoltages between line and earth (often known as common mode), line-to-line (differential 
mode) transients pass through un-attenuated. 
 
When HV lines are struck by lightning they flashover to earth.  One line will flashover before the 
others, converting a line to earth transient into one between line and line - these will easily pass 
through the transformer. 
 
Also, capacitance between the transformer's windings provides transients between any 
combinations of conductors with a high frequency path through the transformer.  This could have 
the effect of increasing the size of existing line to line transients, as well as providing a path 
through the transformer for line to earth transients. 
 
Direct strikes to LV power or telephone lines.  When lightning hits low voltage (LV) overhead 
power or telephone lines, most of the current travels to earth as a result of line flashover to 
ground.  A relatively small (but devastating) portion of the lightning current is transmitted along the 
line to electronic equipment. 
 
A direct strike to the building or electrical service lines is not the only way a transient overvoltage 
can enter a building – there are two common ways they can indirectly couple into electrical – 
resistively and inductively 
 
Resistive coupling is the most common cause of transient overvoltages and it will affect both 
underground and overhead lines.  Resistively coupled transients occur when a lightning strike 
raises the electrical potential of one or more of a group of electrically interconnected buildings (or 
structures). 
 
Common examples of electrical interconnections are: 

• power feeds from substation to building 
• building to building power feeds 
• power supplies from the building to external lightning, CCTV or security equipment 
• telephone lines from the exchange to the building 
• between building telephone lines 
• between building LANs or data communication lines 
• signal or power lines from a building to external or field based sensors 

 
 



Figure 2 shows two buildings.  Each contains 
electronic equipment, which is connected to 
earth through its mains power supply.  A data 
communication line connects the two pieces of 
equipment and hence the two separate earths.  
A nearby lightning strike will inject a massive 
current into the ground.  The current flows away 
from the strike point - preferentially through the 
path of least resistance.  The earth electrode, 
electrical cables and the circuitry of the 
electronic equipment (once damaged), are all 
better conductors than soil.  As the current 
attempts to flow, devastating transient 
overvoltages can be seen across the sensitive 
components of the equipment.  
 

Figure 2: Resistive Coupling 
 
Resistively coupled transients can occur when separately earthed structures are only metres 
apart.  Resistive coupling will affect both underground and overhead cables. 
 
Inductive coupling is a magnetic field 
transformer effect between lightning and 
cables. A lightning discharge is an enormous 
current flow and whenever a current flows, an 
electromagnetic filed is created around it.  If 
power or data cabling passes through this 
magnetic field, then a voltage will be picked up 
by, or induced onto it. 
 
This frequently occurs when lightning 
discharges close to overhead power or 
telephone lines as shown in Figure 3. 
 

 
Figure 3: Inductive Coupling 

 
 
 
Transient Overvoltages: the problems they cause 
Transient overvoltages, whether caused by lightning or by electrical switching, have similar 
effects: disruption, degradation, damage and downtime – the biggest cost to any business. 
 
Disruption 
Although no physical damage is caused, the logic or analogue levels of the systems' are upset, 
causing: data loss, data and software corruption, unexplained computer crashes, lock-ups, the 
spurious tripping of residual current devices (RCDs).  The system can be reset (often just by 
switching off and on) and will then function normally.  Much of this nuisance may go unreported 
but obviously prevents business continuity! 
 
Degradation 
This is somewhat more serious.  Long term exposure to lower level transient overvoltages will, 
unknown to the user, degrade electronic components and circuitry reducing the equipment's 
lifetime and increasing the likelihood of failures. 
 
 
 
 
 

 



Damage 
Large transient overvoltages can cause damage to components, 
circuit boards and I/O cards.  Severe transient overvoltages can 
physically manifest themselves through burnt-out circuit boards, 
however, ordinarily damage is less spectacular.  Figure 4 shows a 
circuit board with both obvious and unapparent damage. 
 
Downtime 
Unnecessary disruption, component degradation and damage all 
result in equipment and systems downtime, which means: 

• staff unable to work 
• staff overtime 
• senior managers and technical specialists unnecessarily tied-

up problem solving  
• lost productivity 
• delays for customers and lost business 

Figure 4: Transient damage 
 

Growing problem  
Electronic systems now pervade almost every aspect of our lives, from the work environment, 
through filling the car with petrol and the “weekly shop”. As a society, we are now heavily reliant 
on the continuous and efficient running of such systems. The use of computers, electronic 
process controls and telecommunications has exploded during the last two decades. Not only are 
there more systems in existence, the physical size of the electronics involved have reduced 
considerably (smaller size = less energy to damage circuits). 
 
Lightning is not the only threat… 
Transient overvoltages caused by electrical 
switching events are very common and can be a 
source of considerable interference. 
 
Current flowing through a conductor creates a 
magnetic field in which energy is stored.  When 
the current is interrupted or switched off, the 
energy in the magnetic file is suddenly released.  
In an attempt to dissipate itself it becomes a high 
voltage transient. 
 
The more stored energy, the larger the resulting 
transient.  Higher currents and longer lengths of 
conductor, both contribute to more energy stored 
and also released!      Figure 5: Motors create switching transients 
 
This is why inductive loads such as motors, transformers and electrical drives are all common 
causes of switching transients. 
 
Recognised protection measures – BS 6651 
BS6651: 1999 Protection of structures against lightning has been the backbone for guidance on 
the design and installation of lightning protection since 1985, in those countries influenced by 
British Standards.  Prior to this was BSCP326, first published in 1965. 



Figure 6 illustrates a typical 
structure with respective 
interconnected buildings and 
systems such as CCTV 
cameras. The structure is not 
protected with a Lightning 
Protection System (LPS) and if 
lightning was to strike this 
structure, this lightning current 
would seek a path to earth 
through the building and its 
fabric - in an erratic and 
unpredictable manner.  The 
building is likely to be damaged 
and may even catch fire.  
Although transient overvoltages 
will occur, this may be just one 
aspect of extensive damage to 
the building and its contents. 

Figure 6: Damage by a direct strike to structure – no LPS 
 
The ideal lightning protection for a structure and its connected services would be to enclose the 
structure within an earthed and perfectly conducting metallic shield (box or “Faraday Cage”), and 
in addition provide adequate bonding of any connected service at the entrance point into the 
shield. 
 
This in essence would prevent the penetration of the lightning current and the induced 
electromagnetic field into the structure. However, in practice it is not possible or indeed cost 
effective to go to such measures. 
 
BS6651 details an LPS based on this Faraday Cage principle where conductive tape (usually 
copper) is strategically placed over the structure in a mesh network as shown in Figure 7.  
 
If lightning strikes a building 
with structural LPS the 
lightning will travel to earth in a 
predetermined manner – 
protecting the structure from 
risk of fire.   
 
Transient overvoltages may be 
caused mainly through 
resistive and inductive 
coupling, as shown through the 
building's down conductors 
where the lightning current 
flows to earth - the resulting 
magnetic field may well 
encroach upon cabling within 
the building, inducing transient 
overvoltages onto it. 
 

Figure 7: Damage by a direct strike to structure – no LPS  
 
It is a common misconception that if a LPS structurally protects a building, the electronic systems 
within the building are indeed protected. This is not the case!  The most common cause of 
damage to electronic systems within a structure is via an indirect strike as shown in Figure 8.  



When considering the collection area of a 
building for an indirect lightning strike, we 
need to consider all the interconnected 
metallic power, telecom and data cables  
 
This includes outgoing supplies to 
neighbouring buildings, security equipment 
and remote data logging equipment to name 
a few. 
 
Given the fact that a strike up to 1km away 
can cause devastating consequences, the 
collection area for an indirect strike is far 
greater that than that for a direct strike to 
structure and as such the problem of 
transient overvoltages is far more common.  

Figure 8: Indirect strikes 
 
Through the miniaturisation, wider spread use of electronic equipment and the need for its 
permanent availability and reliability, the problems caused by transient overvoltages has and 
clearly been elevated and experienced first hand by many sectors and organisations.  
 
Effective protection measures 
In short, the most effective way to protect electrical and electronic equipment is to fit transient 
overvoltage protection on all cables that enter/leave buildings, including critical external 
equipment such as CCTV. Fitting protection local to critical equipment within building can prevent 
problems created by switching transients.  
 
Transient overvoltage devices protect equipment by limiting the transient overvoltage below the 
protected equipments susceptibility level. This level is widely accepted as being twice the peak 
operating voltage of the equipment. Considering mains transient overvoltage power protection, for 
equipment fed off a 230V supply, this means a protection level or let-through voltage of below 
715V for an installed protector (when tested with a defined transient current expected at the 
protectors location). 
 
Although BS6651 was released in 1985, it was only until 1992 that the subject of protection of 
electrical and electronic equipment against lightning was addressed and this was only in the form 
of an Appendix! Such considerations were contained in the main body of the national codes of 
practice in mainland European countries such as Germany and France well over 30 years ago.  
 
Harmonisation of European standards means that in the very near future “transient overvoltage 
protection” will be part of the “main body” of the new standard document, throughout Europe. This 
future is upon us now in the form of the new 62305 standards series.   
 
From BS6651 to BS EN 62305 
The last 15 years in particular has seen enormous information gathered and ultimately an 
increased understanding, relating to the phenomenon that is lightning.  This has manifested itself 
into a complete new suite of standards being produced that reflects this gained knowledge from 
scientists and technical people throughout the world. 
 
Since the 1985 publication of BS6651, the UK has become more involved with the European 
Union (EU), particularly relating to standardisation.  Consequently, any British standard now 
published has to be in common agreement with its European equivalent 
 
The UK, as far as standards are concerned, is now a member of CEN (Comité Européen de 
Normalisation), which has it headquarters in Brussels, Belgium. The electrical arm of CEN is 
CENELEC (CLC) and it is the 28 European countries that constitute CENELEC, who are 
responsible for compiling and producing a brand new suite of standards relevant to lightning 
protection. 

 



It is not easy to gain consensus from differing countries that approach the aspect of lightning 
protection from different angles.  Nevertheless, a four-part suite of standards has been compiled 
under the reference number 62305 series. This four-part CENELEC Standard has now been 
published.  The UK's British Standards Institute (BSI) will take this CENELEC standard as its own 
British Standard (with minor amendments).   
 
There will be a finite period of time when both BS6651 and the new BS EN 62305 series will run 
in parallel (this period will probably be 2 years). Ultimately the British Standards Institution will, like 
all the other CENELEC member countries, have to withdraw all their conflicting National 
Standards (i.e. BS 6651) in favour of the BS EN standard. 
 
BS EN 62305 
The British Standard European Norm (BS EN) 62305 series will consist of the following parts, 
under the general title "Protection against lightning". 
 
Part 1: General principles 
Part 2: Risk management 
Part 3: Physical damage to structures and life hazard 
Part 4: Electrical and electronic systems within structures 
Part 5: Services* 
* This part, originally intended to complete the five-part set, will not now be published due to a lack of technical experts support at the 
international standards committee level. The withdrawal of part 5 impacts on some sections, paragraphs and clauses within the other 
four parts, but these references had already been published prior to the decision to abandon the furtherance of part 5. Any aspects 
relevant to Telecoms will be covered in appropriate ITU standards. 
 
The approach these new parts impart, are much wider in their view, on protection against 
lightning, when assessed against BS6651. 
 
BS EN 62305-1 (part 1) is an introduction to the other parts of the standard and essentially 
describes how to design a Lightning Protection System (LPS) in accordance with the 
accompanying parts of the standard. 
 
BS EN 62305-2 (part 2) risk management approach, does not concentrate so much on the purely 
physical damage to a structure caused by a lightning discharge, but more on the risk of loss of 
human life, loss of service to the public, loss of cultural heritage and economic loss. 
 
BS EN 62305-3 (part 3) relates directly to the major part of BS6651.  It differs from BS6651 in as 
much that this new part has four classes or protection levels of Lightning Protection System 
(LPS), as opposed to the basic two (ordinary and high-risk) levels in BS6651. 
 
BS EN 62305-4 (part 4) covers the protection of electrical and electronic systems housed within 
structures.  This part essentially embodies what Annex/Appendix C in BS6651 carried out, but 
with a new zoned approach referred to as Lightning Protection Zones (LPZ).  It provides 
information for the design, installation, maintenance and testing of a Lightning Electromagnetic 
Impulse (LEMP) protection system for electrical/electronic systems within a structure. 
 
Key differences between BS EN 62305 and BS6651 
The new standards bring many changes and additions over the existing BS 6651 - the sheer 
volume of information included in the new BS EN 62305 standard presents approximately four 
times as much information compared to BS6651! 
 
It is not the scope of this paper to highlight all such changes but it will focus on the major ones– 
the key changes being that of risk assessment and the protection of electrical and electronic 
equipment. This latter subject is now covered in the main body of the standard and is advocated 
as part of a more complete approach to lightning protection as opposed to an Annex (Appendix C) 
of BS 6651. As such transient overvoltage protection can no longer be just considered as a 
possible secondary protection measure.  
 
 



The main differences between BS 6651 and BS EN 62305 are summarised in Table 1. One of the 
first changes to realise is that a new approach to risk management looks at risk in a far broader 
sense than merely the physical damage that can be caused to a structure by a lightning 
discharge. 

Under the Risk Assessment of BS 6651, a 
simple calculation was made to assess the 
likelihood of physical damage to the structure. 
Now, under BS EN 62305, a much more 
comprehensive calculation concentrates four 
types of risk:   
 
R1- risk of Loss of human life (L1),  
R2- risk of Loss of service to the public (L2),  
R3- risk of Loss of cultural heritage (L3), 
R4- risk of Loss of economical value (L4). 
 

Table 1: Key changes between BS6651 and new 
BS EN62305 standards 
 
R1 - risk of loss of human life is relatively understandable and the most important risk to consider.  
 
R2 - risk of loss of services to the public initially implies that this is the impact and implication of 
the public losing its gas, water or power supply.  This loss of service extends to the loss that can 
occur to its customers when a service provider (whether that be hospitals, financial institutions, 
manufacturers etc) cannot provide its service due to lightning inflicted damage.  For example, a 
financial institution whose main server fails due to a lightning overvoltage occurrence will not be 
able to send vital financial information to all its clients.  As such the client will suffer a financial 
loss due to this loss of service, as he is unable to sell his product into the open market. 
 
R3 - risk of loss of cultural heritage covers all historic buildings and monuments, where the focus 
is on the loss of the structure itself. 
 
Additionally it may be beneficial to evaluate the economic benefits of providing protection to 
establish if lightning protection is cost effective.  Evaluating R4 risk of loss of economic value can 
assess this.  
 
The process for determining the risk of lightning inflicted damage to a structure and its contents, is 
somewhat involved when considering all the factors that need to be taken into account.  
Comprehensive guidance to assist these evaluations is provided within BS EN 62305-2. For a 
given building, the risk process starts by identifying all relevant losses to that structure or service 
as defined by L1-L4. For example, L3 - the loss of cultural heritage would only apply to buildings 
such as museums.  
 
When each primary risk has been calculated, it is then 
compared to the relevant tolerable risk RT given in BS 
EN 62305-2 and shown below in Table 2. R4 is not 
equated to a tolerable risk RT but compares, amongst 
other factors, the cost of an unprotected structure to 
that with protection measures applied.   Table 2: Values of tolerable risk RT                         
 
If all of the relevant risks calculated (for each identified types of loss) is less than their 
corresponding value of RT then the structure does not need any protection. 
 
If however, the relevant risks are greater than their respective RT value then protection is required 
and further calculations are needed to determine exactly what protection measures are required 
to bring the value below that of RT. In summary the aim, by a series of trial and error calculations 
is to ultimately apply sufficient protection measures until the risk R is reduced below that of RT for 
all identified types of loss. 
 

BS 6651 BS EN 62305 
Simple Risk Assessment 

(structural damage) 
Comprehensive Risk 

Management Calculation 
based on four type of risk 

(R1-R4) 

Two levels of lightning 
protection – ordinary and high 

risk 

Four levels of Lightning 
Protection System (LPS) 

I-IV 

Transient Overvoltage 
(Surge) protection in 

Appendix C (informative) 

Transient Overvoltage 
(Surge) protection 

incorporated in main standard 
– detailed in BS EN 62305-4 

Types of loss RT /annum 

Loss of human life or permanent injuries 1 x 10-5 

Loss of service to the public 1 x 10-4 

Loss of cultural heritage 1 x 10-4 



By sufficient protection measures the structure in question may need both structural LPS and a 
fully coordinated set of transient overvoltage protectors (Surge Protective Devices or SPDs as 
defined by the BS EN 62305) to bring the risk below the tolerable level RT. This in itself is a 
significant deviation from that of BS 6651 and it is clear structural lightning protection can no 
longer considered in isolation from transient overvoltage protection. 
 
Zoned protection concepts 
Part 4 of BS EN62305 introduces a concept of Lightning Protection Zones (LPZ) that divides the 
structure in question into a number of zones according to the level of threat posed by the 
Lightning Electromagnetic Pulse (LEMP). The general idea is to identify or create zones within the 
structure where there is less exposure to some or all of the effects of lightning and to co-ordinate 
these with the immunity characteristics of the electrical or electronic equipment installed within the 
zone. 

 
The concept of zoning was indeed recognised 
by Appendix C of BS 6651 in the form of three 
distinct location categories with differing surge 
exposure levels: C (most severe), B and A as 
shown in Figure 9. It is clear that lightning 
transients progressing through the power 
network of a structure become attenuated.  
 
The transient overvoltage protector’s ability to 
survive and achieve a suitable let-through 
voltage clearly depends upon the size of the 
transient it will be subject to. This in turn 
depends upon the protector’s location. 
 

Figure 9: Location categories as defined by  
Appendix C of BS6651 
 
Figure 10 illustrates the basic LPZ concept 
defined by protection measures against 
LEMP as detailed in BS EN 62305-4. Here 
equipment is protected against lightning, both 
direct and indirect strikes to the structure and 
services, with a Lightning Protection 
Measures System (LPMS) that comprises of 
spatial shields (LPS and shielded room) and 
co-ordinated SPDs.  
 
The LPZ’s can be split into two categories – 2 
external zones (LPZ 0A, LPZ 0B) and usually 2 
internal zones (LPZ 1, 2) although further 
zones can be introduced for a further 
reduction of the electromagnetic field and 
lightning current if required. 
       Figure 10: Basic LPZ concept - BSEN62305-4 
External zones 
LPZ 0A is the area subject to direct lightning strokes and therefore may have to carry up to the full 
lightning current. This is typically the roof area of a structure. The un-attenuated electromagnetic 
field occurs here. 
 
LPZ 0B is the area not subject to direct lightning strokes and is typically the sidewalls of a 
structure. However the un-attenuated electromagnetic field still occurs here and conducted un-
attenuated lightning currents and switching surges can occur here. 
Internal zones 
LPZ 1 is the internal area that is subject to partial lightning currents. The conducted lightning 
currents and/or switching surges are reduced compared with the external zones LPZ 0A, LPZ 0B. 



This is typically the area where services enter the structure or where the main power switchboard 
is located.  
 
LPZ 2 is an internal area that is further located inside the structure where the remnants of 
lightning impulse currents and/or switching surges are reduced compared with LPZ1. This is 
typically a screened room or, for mains power, at the sub-distribution board area. 
 
Protection with LEMP Protection Measures System (LPMS) 
It must be clear by now that damage, degradation or disruption (malfunction) of electrical and 
electronic systems within a structure is a distinct possibility in the event of a lightning strike. Some 
areas of a structure, such as a screened room, are naturally better protected from lightning than 
others and it is possible to extend the more protected zones by careful design of the LPS, earth 
bonding of metallic services such as water and gas, and cabling techniques. However it is the 
correct installation of coordinated Surge Protection Devices (SPD’s) that protect equipment from 
damage as well as ensuring continuity of its operation – critical for eliminating downtime. These 
measures in total are referred to as a LEMP Protection Measures System (LPMS)  
 
It is worthwhile to add a little clarification of exactly what is meant by “co-ordinated SPD's”. 
 
Co-ordinated SPD's simply means a series of SPD's installed in a structure (from the heavy duty 
lightning current SPD at the service entrance through to the overvoltage SPD for the protection of 
the terminal equipment) should compliment each other such that all LEMP effects are completely 
nullified. 
 
This essentially means the SPD's at the interface between outside and inside the structure (SPD 
0/1) will deal with the major impact of the LEMP (partial lightning current from an LPS and/or 
overhead lines). The respective transient overvoltage will be controlled to safe levels by co-
ordinated downstream overvoltage SPD's (SPD 1/2).   
 
Co-ordinated SPD's have to effectively operate together as a cascaded system to protect 
equipment in their environment. For example the lightning current SPD at the service entrance 
should handle the majority of surge energy, sufficiently relieving the downstream overvoltage 
SPDs to control the overvoltage. Poor co-ordination could mean that the overvoltage SPDs are 
subject to too much surge energy putting both itself and potentially equipment at risk from 
damage. 
 
Furthermore, voltage protection levels or let-through voltages of installed SPDs must be 
coordinated with the insulating withstand voltage of the parts of the installation and the immunity 
withstand voltage of electronic equipment. 
 
Conclusion 
Lightning poses a clear threat to a structure but a growing threat to the systems within the 
structure due to the increased use and reliance of electrical and electronic equipment. The new 
BS EN 62305 series of standards clearly acknowledge this and structural lightning protection can 
no longer be in isolation from transient overvoltage or surge protection of equipment. 
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